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To you who fill in this template: Fill in the information according to the yellow-marked instructions. Delete the yellow-marked instructions (including this guidance) when you have completed the notice but keep the unmarked section headings and information texts. You can find general instructions on the data protection template page on the intranet.

PRIVACY NOTICE
according to the EU General Data Protection Regulation GDPR, Art. 13 and 14

This notice concerns:
INSTRUCTION:
1. Enter one of the overall purposes:
· Degree thesis
· Research, development and innovation
· Evaluation and follow-up
· A register, system or tool
2. Enter the title/theme for the work/project/study or the name of the system/tool.


Personal data controller

Novia University of Applied Sciences
Wolffintie 31
65200 Vaasa
Finland
www.novia.fi

Novia University of Applied Sciences is controller for the personal data collected and processed in the Novia UAS activities – in teaching, guidance, research and development, administration, and cooperation, internally and externally.

Responsible unit for the processing that is described in this notice:
INSTRUCTION: Enter your unit

Contact person:
INSTRUCTION: Enter your name and your contact information

Data Protection Officer at Novia University of Applied Sciences:
dataskyddsombud@novia.fi, +358 6 328 5000 (switchboard)


For what purpose do we process your personal data?
INSTRUCTION: Describe in a comprehensible and clear way for which purpose(s) you process the personal data of the persons concerned. The people you address should be able to understand why you are processing their personal data and why it is necessary for you to do so.


According to GDPR there must be a legal basis for processing personal data. The legal basis for processing your personal data is:
INSTRUCTION: 
Keep at least one of the legal bases below (including the information text on the meaning of the legal basis).	Comment by Camilla Engman: Tämä on mielestäni erikoista. Sillä yleensä kyllä pitäisi yksi käsittelyperuste valita ei useita. Sinänsä tämä on hyväksytty Novian malliksi, joten muuttaminen vaatinee laajemman keskustelun jne. 
1. Delete the other legal bases (including the information texts on the meaning of the bases).

Consent (Art. 6.1 a)
You are consulted and answer yes (by written or oral statement) to that your personal data is processed for a specific purpose. You give your consent freely after getting information about how your personal data is processed (i.e., collected, stored, shared, archived, etc.). When consent is the only legal basis for processing your personal data, you have the right to withdraw at any time. You can notify that you have regretted your consent by sending an e-mail to registrator@novia.fi. The processing completed before you withdrew consent is not affected.	Comment by Camilla Engman: Tämä varmaan ihan ok muotoilu, mutta rekisterinpitäjän pitää kyllä ymmärtää, että henkilötietoja ei saa enää siis edes säilyttää, vaan ne pitää poistaa jos suostumus perutaan.

Contract (Art. 6.1 b)
You have a contract or is about to enter into a contract with Novia University of Applied Sciences, and it is necessary to process your personal data in order to fulfill the contract.

Legal obligation (Art. 6.1 c)
There are laws or regulations that require Novia University of Applied Sciences to process certain personal data in its operations.

Protection of vital interests (Art. 6.1 d)
It is necessary to process the personal data to protect your or someone else’s vital interests (basically, to save someone's life).

Public interest or official authority (Art. 6 1 e)
Novia University of Applied Sciences has statutory tasks of public interest and the right to exercise official authority according to the Universities of Applied Sciences Act. Scientific research is an example of a statutory task of public interest.

Legitimate interest (Art. 6.1 f)
It is necessary to process personal data for a purpose that concerns the legitimate interest of Novia University of Applied Sciences or another party. Your personal data can then only be processed if a balancing test shows that the protection of your personal data does not outweigh the legitimate interest. Legitimate interest cannot be a legal basis when Novia University of Applied Sciences performs its statutory tasks as a university of applied sciences.

Justification:
INSTRUCTION: 
Justify the legal basis(bases) you have chosen based on your purpose. If you have several purposes for the processing, you may need to refer to different legal bases depending on the purposes. You may process personal data only when you have a clear purpose and a relevant legal basis.	Comment by Camilla Engman: NO tässähän jo otetaankin kantaa useaan käyttötarkoitukseen. Silti minusta yllä oleva maininta että voisi olla useampi käsittelyperuste aina on vähän harhaanjohtavasti krijoitettu.
1. If you process special categories of personal data, you must explain why it is necessary. You need to refer to a legal basis (Art. 6), state additional necessary purposes (Art. 9) and support in the Finnish Data Protection Act. Also describe how you protect the personal data.


Which personal data do we process, and who processes the data?
INSTRUCTION:
1. List all personal data that you process. Remember that personal data includes all information that can identify an individual, e.g., name, address, voice recording, photos, etc.
2. Describe who processes the data, i.e., all relevant parties (yourself, supervisors and other responsible staff at various units, data processors outside Novia UAS, etc.). Only those (individuals, categories) with a necessary reason should have access to the personal data.


Where do we collect your personal data from and how do we process the data?
INSTRUCTION:
1. Describe where you collect the personal data from (directly from the individual, from national registers, etc.) and how you collect it.
2. Describe how you process and store the data at different stages (e.g., pseudonymise data, transcribe interviews, store data at Novia UAS on encrypted hard drive, in the tool used, etc.).
3. Describe how you delete or archive the personal data (e.g., in a national research archive). Also state an estimated date for deletion of data or archiving period to be applied. When the personal data is no longer absolutely necessary for the original purpose, they must be deleted, unless there are special reasons or legislation that requires archiving.


Is your personal data transferred (outside Novia University of Applied Sciences) for processing?
INSTRUCTION:
1. Choose one of the options below. Keep the option that is relevant and delete the other option.
2. If ”yes” is your chosen option, i.e., you transfer personal data for processing outside Novia UAS, you must also tell which personal data this applies to and why and how the data is transferred. Note! A data processing agreement must be made when personal data for which Novia UAS is responsible is transferred to a third party for processing (e.g., for analysis, for people to be able to create user accounts, etc.). The agreement is made between Novia UAS and the party that carries out the processing (e.g., the supplier who maintains the tool or the cloud service that Novia UAS uses). Contact the Novia UAS Administration for help with the data processing agreement.

No, personal data will not be transferred for processing outside Novia University of Applied Sciences.

Yes, personal data will be transferred for processing outside Novia University of Applied Sciences.
INSTRUCTION: Enter personal data to be transferred, why and how


Is your personal data transferred to a third party (outside Novia University of Applied Sciences) for that party’s purposes?
INSTRUCTION: 
1. Choose one of the options below. Keep the option that is relevant and delete the other option.
2. If ”yes” is your chosen option, i.e., you transfer personal data outside Novia UAS for a third party’s purposes, (e.g., to an authority or for statistics), you must also tell where the data is transferred and what rules apply to the transfer.

No, personal data will not be transferred outside Novia University of Applied Sciences.

Yes, personal data will be transferred outside Novia University of Applied Sciences.
INSTRUCTION: Enter information on the transfer.


Is your personal data transferred outside EU/EEA?
INSTRUCTION:
1. Choose the relevant option(s) below. Keep the relevant options(s) and delete options that are not relevant.
2. If ”yes” is your chosen option(s), i.e., you transfer personal data outside EU/EEA (either temporarily, e.g. due to the tool you use, or regularly, e.g. within a project collaboration), you must also describe why the transfer is made and what it entails, including safeguard measures. Transferring personal data outside the EU/EEA is only permitted if certain conditions are met (GDPR chapter V).

No, personal data is not transferred outside EU/EEA.

Yes, personal data may be transferred temporarily outside EU/EEA due to the tool being used.
INSTRUCTION: Enter information about why and how the transfer is made. You always need to be transparent about the transfer, even when the transfer takes place “hiddenly”, e.g. due to the properties of the tool.

Yes, personal data is transferred outside EU/EEA due to a specific purpose.
INSTRUCTION: Enter information about why and how the transfer is made. If you plan to regularly transfer personal data, e.g., within a project collaboration, you must inform about purpose, scope, transfer method, receiving party and safeguard measures. Transfer that is done on a planned and regular basis, e.g., within international cooperation, must comply with the conditions according to GDPR chapter V (including specific contractual clauses and other safeguards, such as transfer impact assessment).


Which rights do you have when Novia University of Applied Sciences processes your personal data?

Novia University of Applied Sciences is responsible for taking appropriate technical and organisational measures to protect personal data against unauthorized or illegal processing and against damage to or loss of personal data. Personal data must always be processed in a fair and transparent manner in accordance with applicable data protection regulations.

According to the EU General Data Protection Regulation GDPR (Art. 12-22), you have the right to
· get transparent information on how your personal data is processed and how you can exercise your rights (Art. 12)
· get access to your personal data at Novia University of Applied Sciences and information on the processing of data (Art. 15)
· have your personal data corrected (Art. 16). Note that employees and students at Novia University of Applied Sciences can in most cases correct their own data according to the instructions on the intranet.
· have your data erased ("the right to be forgotten") in certain situations (Art. 17)
· restrict the processing of your personal data in certain situations (Art. 18)
· have your personal data transferred between systems in certain situations (Art. 20)
· object to the processing of your personal data in certain situations (Art. 21)
· not be subject to automated decision-making, with certain exceptions (Art. 22)

Also, you have the right to be informed of a personal data breach involving a high risk to your personal data (Art. 34).

When the purpose of the processing is scientific research, statistics or archival purposes, the rights may be restricted by the Data Protection Act (1050/2018). Restrictions on rights always require special safeguard measures.

If you have questions about your rights, you can contact the responsible contact person (see above) or the Data Protection Officer (dataskyddsombud@novia.fi) at Novia University of Applied Sciences. See also the overall information on the processing of personal data on the Novia UAS website (https://www.novia.fi/en/about-us/leading-documents/data-protection/).  

You have the right to lodge a complaint with the data protection authority if you believe that the processing of your personal data is an infringement of the General Data Protection Regulation (GDPR).

Contact information to the data protection authority
Office of the Data Protection Ombudsman
PL 800
00531 Helsinki
+358 29 566 6700 (switchboard)
tietosuoja@om.fi 
tietosuoja.fi


APPENDIX: Additional information about a long-term or persistent register, system, or tool
INSTRUCTION:
1. Do you make a privacy notice for a limited purpose (degree thesis, project, etc.)? Then this appendix is unnecessary and should be deleted.
2. Do you make a privacy notice for a permanent or long-term register, system, or tool? Then you must complete the information under the headings below.

Principles for how the data/register is protected:

Principles and regulations for storage and storage time:

List of regular data sources (national registers, etc.):

Detailed information on automated decision-making:
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